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Authorized Self-Study Guide Designing Cisco Network
Service Architectures (ARCH) Second Edition Foundation
learning for ARCH exam 642-873 Keith Hutton Mark
Schofield Diane Teare Designing Cisco Network Service
Architectures (ARCH), Second Edition, is a
Cisco®-authorized, self-paced learning tool for CCDP®
foundation learning. This book provides you with knowledge
of the latest developments in network design and
technologies, including network infrastructure, intelligent
network services, and converged network solutions. By
reading this book, you will gain a thorough understanding of
issues and considerations for fundamental infrastructure
services, including security, network management, QoS, high
availability, bandwidth use optimization through IP
multicasting, and design architectures for network solutions
such as voice over WLAN and e-commerce. Whether you are
preparing for CCDP certification or simply want to gain a
better understanding of modular campus and edge network
design and strategic solutions for enterprise networks such as
storage area networking, virtual private networking, advanced
addressing and routing, and data centers, you will benefit
from the foundation information presented in this book.
Designing Cisco Network Service Architectures (ARCH),
Second Edition, is part of a recommended learning path from
Cisco that includes simulation and hands-on training from
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Press. To find out more about instructor-led
training, e-learning, and hands-on instruction offered by
authorized Cisco Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. Keith Hutton is a lead
architect for Bell Canada in the enterprise customer space.
Keith still retains his certified Cisco instructor accreditation, as
well as the CCDP, CCNP®, and CCIP® certifications. Mark
Schofield has been a network architect at Bell Canada for the
past six years. During the past five years, he has been
involved in the design, implementation, and planning of large
national networks for Bell Canada's federal government
customers. Diane Teare is a professional in the networking,
training, project management, and e-learning fields. She has
more than 20 years of experience in designing, implementing,
and troubleshooting network hardware and software, and has
been involved in teaching, course design, and project
management. Learn about the Cisco SONA framework,
enterprise campus architecture, and PPDIOO network lifecycle approach Review high availability designs and
implement optimal redundancy Plan scalable EIGRP, OSPF,
and BGP designs Implement advanced WAN services
Evaluate design considerations in the data center core,
aggregation, and access layers Design storage area networks
(SANs) and extend the SAN with various protocols Design
and tune an integrated e-commerce architecture Integrate
firewall, NAC, and intrusion detection/prevention into your
network design Design IPsec and SSL remote access VPNs
Deploy IP multicast and multicast routing Incorporate voice
over WLAN in the enterprise network Utilize the network
management capabilities inherent in Cisco IOS® software
This volume is in the Certification Self-Study Series offered by
Cisco Press®. Books in this series provide officially
developed self-study solutions to help networking
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the Cisco Career Certifications examinations.
Category: Network Design Covers: ARCH exam 642-873
Cisco's authorized foundation learning self-study guide for the
latest CCDP® ARCH exam • •Developed in conjunction with
the Cisco certification team, creators of the newest CCDP
ARCH exams and courses. •Fully covers Cisco network
design to deliver fundamental infrastructure services.
•Contains new coverage of network virtualization, voice,
video, QoS, WAN services, and more. •Contains many selfassessment review questions, and a running case study. This
is Cisco's authorized, self-paced, foundation learning tool for
the latest version of the Cisco ARCH exam, required for the
current CCDP certification. It brings together practical
knowledge of the latest developments in network design and
technologies, including network infrastructure, intelligent
network services, and converged network solutions. Readers
will gain a thorough understanding of the issues and
considerations associated with designing networks that
deliver fundamental infrastructure services. As an Authorized
Self-Study Guide, this book fully reflects the content of the
newest version of the Cisco ARCH course. Each chapter
ends with questions designed to help readers assess their
understanding as they prepare for the exam. An ongoing
case study illustrates and reinforces concepts presented
throughout the book. Coverage also includes: network design
in the context of Cisco's Preparing, Planning, Designing,
Implementing, Operating, and Optimizing (PPDIOO)
framework; enterprise campus network and data center
design; e-commerce design; SAN design; security services
design; IPsec and SSL VPN design; IP multicast design; and
network management.
Designing Networks and Services for the Cloud Delivering
business-grade cloud applications and services A rapid, easyPage 3/54
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SLA-driven cloud experience Designing Networks
and Services for the Cloud helps you understand the design
and architecture of networks and network services that
enable the delivery of business-grade cloud services.
Drawing on more than 40 years of experience in network and
cloud design, validation, and deployment, the authors
demonstrate how networks spanning from the Enterprise
branch/HQ and the service provider Next-Generation
Networks (NGN) to the data center fabric play a key role in
addressing the primary inhibitors to cloud adoption–security,
performance, and management complexity. The authors first
review how virtualized infrastructure lays the foundation for
the delivery of cloud services before delving into a primer on
clouds, including the management of cloud services. Next,
they explore key factors that inhibit enterprises from moving
their core workloads to the cloud, and how advanced
networks and network services can help businesses migrate
to the cloud with confidence. You’ll find an in-depth look at
data center networks, including virtualization-aware networks,
virtual network services, and service overlays. The elements
of security in this virtual, fluid environment are discussed,
along with techniques for optimizing and accelerating the
service delivery. The book dives deeply into cloud-aware
service provider NGNs and their role in flexibly connecting
distributed cloud resources, ensuring the security of provider
and tenant resources, and enabling the optimal placement of
cloud services. The role of Enterprise networks as a critical
control point for securely and cost-effectively connecting to
high-performance cloud services is explored in detail before
various parts of the network finally come together in the
definition and delivery of end-to-end cloud SLAs. At the end
of the journey, you preview the exciting future of clouds and
network services, along with the major upcoming trends. If
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enterprise or service-provider environments, this guide will be
an indispensable resource. * Understand how virtualized datacenter infrastructure lays the groundwork for cloud-based
services * Move from distributed virtualization to “IT-as-aservice” via automated self-service portals * Classify cloud
services and deployment models, and understand the actors
in the cloud ecosystem * Review the elements, requirements,
challenges, and opportunities associated with network
services in the cloud * Optimize data centers via network
segmentation, virtualization-aware networks, virtual network
services, and service overlays * Systematically secure cloud
services * Optimize service and application performance *
Plan and implement NGN infrastructure to support and
accelerate cloud services * Successfully connect enterprises
to the cloud * Define and deliver on end-to-end cloud SLAs *
Preview the future of cloud and network services
Cisco Certified Design Professional (CCDP) - Designing
Cisco Network Service Architectures (ARCH)Exam:
300-320Every enterprise demands a network that meets its
requirements for the performance, availability, and scalability
to achieve the expected outcomes. This is why experienced
IT professionals need to be trained with up-and-coming
network design technologies to ensure the network operates
efficiently with the current requirements and ready to adapt to
future proofing investments. Cisco Certified Design
Professional program is meant for the senior and experienced
Network Design Engineers, Principle System Engineer, and
Network Architects who are looking to strengthen their base
and expertise for fundamental Cisco Network Design. The
main emphasis of this course is on the advanced addressing
and routing protocols, WANs, virtualization of networking
services, and implementing the integration strategies for multiPage 5/54
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An engaging
approach for anyone beginning a career in
networking As the world leader of networking products and
services, Cisco products are constantly growing in demand.
Yet, few books are aimed at those who are beginning a
career in IT--until now. Cisco Networking Essentials provides
a solid foundation on the Cisco networking products and
services with thorough coverage of fundamental networking
concepts. Author Troy McMillan applies his years of
classroom instruction to effectively present high-level topics in
easy-to-understand terms for beginners. With this
indispensable full-color resource, you'll quickly learn the
concepts, processes, and skills that are essential to
administer Cisco routers and switches. Begins with a clear
breakdown of what you can expect to learn in each chapter,
followed by a straightforward discussion of concepts on core
topics Includes suggested labs and review questions at the
conclusion of each chapter, which encourage you to reinforce
and measure your understanding of the topics discussed
Serves as an ideal starting point for learning Cisco networking
products and services If you are interested in a career in IT
but have little or no knowledge of networking and are new to
Cisco networking products, then this book is for you.
This book will give you a High Level of overview of the
Service Provider Network Design and Architecture. It talks
about the unique aspects of Service Provider networks,
different types of Service Providers and the business
relationships between them. It covers the Service Providers
services, different last mile access offerings and transport
networks, and their subscribers and services.Technical
explanation about different types of Fixed and Mobile network
services and the Service Provider physical locations are also
explained. You will see the Big Picture of Service Provider
Networks.After understanding the Service Provider Concepts
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network, named
ATELCO will be introduced, to give you a
more view of the technologies, protocols, services and end to
end traffic flow in great detail. And at last the Evolving
Technologies used in Service Providers and Massively Scale
Datacenters will be seen.
Foundational, authorized learning for the brand-new CCNP
Implementing Cisco IP Routing (ROUTE) exam from Cisco! *
*The only Cisco authorized foundational self-study book for
the new CCNP ROUTE exam: developed with
Learning@Cisco, designers of the exam and its companion
course. *Includes review questions, chapter objectives,
summaries, definitions, case studies, job aids, and command
summaries. *Thoroughly introduces routed network
construction, support, and scalability. CCNP Authorized SelfStudy Guide: Implementing Cisco IP Routing (ROUTE) is the
only Cisco authorized, self-paced foundational learning tool
designed to help network professionals prepare for the brand
new CCNP ROUTE exam from Cisco. This book covers all
CCNP ROUTE exam objectives for mastering routed network
construction, support, and scalability, including: * *Assessing
complex enterprise network requirements and planning
routing services. *Applying standards, models and best
practices to complex networks. *Creating and documenting
routing implementation plans. *Planning, configuring,
verifying, and troubleshooting EIGRP solutions.
*Implementing scalable OSPF multiarea network solutions.
*Implementing IPv4 based redistribution. *Assessing,
controlling, configuring, and verifying path control. As part of
the Cisco Press Self-Study series, this revision to the popular
Authorized Self-Study Guide to advanced routing has been
fully updated to provide early and comprehensive
foundational learning for the new CCNP ROUTE course. This
text assumes that readers have been exposed to concepts
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Designing for Cisco Network Service Architectures (ARCH)
Foundation Learning Guide, Fourth Edition · Learn about the
Cisco modular enterprise architecture · Create highly
available enterprise network designs · Develop optimum
Layer 3 designs · Examine advanced WAN services design
considerations · Evaluate data center design considerations ·
Design effective modern WAN and data center designs ·
Develop effective migration approaches to IPv6 · Design
resilient IP multicast networks · Create effective network
security designs Designing for Cisco Network Service
Architectures (ARCH) Foundation Learning Guide , Fourth
Edition, is a Cisco-authorized, self-paced learning tool for
CCDP foundation learning. This book provides you with the
knowledge needed to perform the conceptual, intermediate,
and detailed design of a network infrastructure that supports
desired network solutions over intelligent network services to
achieve effective performance, scalability, and availability.
This book presents concepts and examples necessary to
design converged enterprise networks. You learn additional
aspects of modular campus design, advanced routing
designs, WAN service designs, enterprise data center design,
IP multicast design, and security design. Advanced and
modern network infrastructure solutions, such as virtual
private networks (VPN), Cisco Intelligent WAN (IWAN), and
Cisco Application-Centric Infrastructure (ACI), are also
covered. Chapter-ending review questions illustrate and help
solidify the concepts presented in the book. Whether you are
preparing for CCDP certification or CCDE certification, or
simply want to gain a better understanding of designing
scalable and reliable network architectures, you will benefit
from the foundation information presented in this book.
Designing for Cisco Network Service Architectures (ARCH)
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learning path from Cisco that includes
simulation and hands-on training from authorized Cisco
Learning Partners and self-study products from Cisco Press.
To find out more about instructor-led training, e-learning, and
hands-on instruction offered by authorized Cisco Learning
Partners worldwide, please visit
https://learningnetwork.cisco.com. Category: Cisco
Certification Covers: CCDP ARCH 300-320

Designing for Cisco Internetwork Solutions (DESGN)
Foundation Learning Guide Third Edition Sean
Wilkins Foundation learning for the CCDA DESGN
640-864 exam Designing for Cisco Internetwork
Solutions (DESGN) Foundation Learning Guide,
Third Edition, is a Cisco®-authorized, self-paced
learning tool for CCDA® foundation learning. This
book provides you with the knowledge needed to
design enterprise networks. By reading this book,
you will gain a thorough understanding of designing
routed and switched network infrastructures and
services involving LAN, WAN, and broadband
access for businesses and organizations. Designing
for Cisco Internetwork Solutions (DESGN)
Foundation Learning Guide, Third Edition teaches
you how to gather internetworking requirements,
identify solutions, and design the network
infrastructure and services to ensure basic
functionality using the principles of hierarchical
network design to structure and modularize a
converged enterprise network design. Specific topics
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structuring and modularizing the network design;
designing the Enterprise Campus, Enterprise Data
Center, Enterprise Edge, and remote modules as
needed; designing an addressing plan and selecting
suitable routing protocols; designing basic voice
transport across the network; designing a basic
wireless solution; and evaluating security solutions.
Chapter-ending review questions illustrate and help
solidify the concepts presented in the book. Whether
you are preparing for CCDA certification or simply
want to gain a better understanding of network
design principles, you will benefit from the foundation
information presented in this book. Designing for
Cisco Internetwork Solutions (DESGN) Foundation
Learning Guide, Third Edition, is part of a
recommended learning path from Cisco that includes
simulation and hands-on training from authorized
Cisco Learning Partners and self-study products
from Cisco Press. To find out more about instructorled training, e-learning, and hands-on instruction
offered by authorized Cisco Learning Partners
worldwide, please visit
www.cisco.com/go/authorizedtraining. · Understand
network design methodologies and the lifecycle of a
network · Learn how to structure and modularize
network designs within the Cisco Network
Architectures for the Enterprise · Design basic
campus and data center networks · Build designs for
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Examine IPv4 and IPv6 addressing schemes · Select
the appropriate routing protocols for various modules
in the enterprise architecture · Evaluate security
solutions for the network · Identify voice and video
networking considerations · Understand design
technologies and considerations when implementing
a controller-based wireless network This book is in
the Foundation Learning Guide Series. These guides
are developed together with Cisco® as the only
authorized, self-paced learning tools that help
networking professionals build their understanding of
networking concepts and prepare for Cisco
certification exams.
Migrate to Intent-Based Networking–and improve
network manageability, cost, agility, security, and
simplicity With Intent-Based Networking (IBN), you
can create networks that capture and automatically
activate business intent, assure that your network
responds properly, proactively detect and contain
security threats, and remedy network issues before
users even notice. Intent-Based Networking makes
networks far more valuable, but few organizations
have the luxury of building them from the ground up.
In this book, leading expert Pieter-Jans Nefkens
presents a unique four-phase approach to preparing
and transforming campus network infrastructures,
architectures, and organization–helping you gain
maximum value from IBN with minimum disruption
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intended to solve, and illuminates its technical,
business, and cultural implications. Drawing on his
pioneering experience, he makes specific
recommendations, identifies pitfalls, and shows how
to overcome them. You’ll learn how to implement
IBN with the Cisco Digital Network Architecture and
DNA Center and walk through real-world use cases.
In a practical appendix, Nefkens even offers detailed
technical configurations to jumpstart your own
transformation. Review classic campus network
deployments and understand why they need to
change Learn how Cisco Digital Network
Architecture (DNA) provides a solid foundation for
state-of-the-art next generation network
infrastructures Understand “intent” and how it can
be applied to network infrastructure Explore tools for
enabling, automating, and assuring Intent-Based
Networking within campus networks Transform to
Intent-Based Networking using a four-phased
approach: Identify challenges; Prepare for Intent;
Design and Deploy; and Enable Intent Anticipate
how Intent-Based Networking will change your
enterprise architecture, IT operations, and business
Designing Cisco Network Service Architectures
(ARCH) Foundation Learning Guide, Third Edition, is
a Cisco ® -authorized, self-paced learning tool for
CCDP ® foundation learning. This book provides you
with the knowledge needed to perform the
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network infrastructure that supports desired network
solutions over intelligent network services, in order to
achieve effective performance, scalability, and
availability. By reading this book, you will gain a
thorough understanding of how to apply solid Cisco
network solution models and recommended design
practices to provide viable, stable enterprise
internetworking solutions. The book presents
concepts and examples that are necessary to design
converged enterprise networks. Advanced network
infrastructure technologies, such as virtual private
networks (VPNs) and other security solutions are
also covered. Designing Cisco Network Service
Architectures (ARCH) Foundation Learning Guide,
Third Edition teaches you the latest development in
network design and technologies, including network
infrastructure, intelligent network services, and
converged network solutions. Specific topics include
campus, routing, addressing, WAN services, data
center, e-commerce, SAN, security, VPN, and IP
multicast design, as well as network management.
Chapter-ending review questions illustrate and help
solidify the concepts presented in the book. Whether
you are preparing for CCDP certification or simply
want to gain a better understanding of designing
scalable and reliable network architectures, you will
benefit from the foundation information presented in
this book. Designing Cisco Network Service
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Third Edition, is part of a recommended learning
path from Cisco that includes simulation and handson training from authorized Cisco Learning Partners
and self-study products from Cisco Press. To find
out more about instructor-led training, e-learning,
and hands-on instruction offered by authorized Cisco
Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. John Tiso,
CCIE No. 5162, CCDP is a Product Manager for
Cisco Systems. He holds a B.S. Degree in Computer
Science and Mathematics from Adelphi University
and a Graduate Citation in Strategic Management
from Harvard University. John is a published author,
has served as a technical editor for Cisco Press, and
has participated as a SME for the CCIE program. ...
The demand for certified networking professionals
that have experience with Cisco® products and
Cisco-based networks has never been higher.
Written in conjunction with CCprep.com, the premier
Cisco certification training Website, DCN: Designing
Cisco® Networks gives you full, curriculum-based
coverage to help you study for the CCDA exam and
succeed as a Cisco professional. Comprehensive,
thorough, and reliable, this is the only book you’ll
need for both preparing for the CCDA exam, and as
a helpful on-the-job desk reference.
The Art of Network Architecture Business-Driven
Design The business-centered, business-driven
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of Network Architecture is the first book that places
business needs and capabilities at the center of the
process of architecting and evolving networks. Two
leading enterprise network architects help you craft
solutions that are fully aligned with business
strategy, smoothly accommodate change, and
maximize future flexibility. Russ White and Denise
Donohue guide network designers in asking and
answering the crucial questions that lead to elegant,
high-value solutions. Carefully blending business
and technical concerns, they show how to optimize
all network interactions involving flow, time, and
people. The authors review important links between
business requirements and network design, helping
you capture the information you need to design
effectively. They introduce today’s most useful
models and frameworks, fully addressing modularity,
resilience, security, and management. Next, they drill
down into network structure and topology, covering
virtualization, overlays, modern routing choices, and
highly complex network environments. In the final
section, the authors integrate all these ideas to
consider four realistic design challenges: user
mobility, cloud services, Software Defined
Networking (SDN), and today’s radically new data
center environments. • Understand how your
choices of technologies and design paradigms will
impact your business • Customize designs to
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business continuity • Use modularity, simplicity, and
network management to prepare for rapid change •
Build resilience by addressing human factors and
redundancy • Design for security, hardening
networks without making them brittle • Minimize
network management pain, and maximize gain •
Compare topologies and their tradeoffs • Consider
the implications of network virtualization, and walk
through an MPLS-based L3VPN example • Choose
routing protocols in the context of business and IT
requirements • Maximize mobility via ILNP, LISP,
Mobile IP, host routing, MANET, and/or DDNS •
Learn about the challenges of removing and
changing services hosted in cloud environments •
Understand the opportunities and risks presented by
SDNs • Effectively design data center control planes
and topologies
Today, networks must evolve and scale faster than
ever. You can’t manage everything by hand
anymore: You need to automate relentlessly. YANG,
along with the NETCONF, RESTCONF, or
gRPC/gNMI protocols, is the most practical solution,
but most implementers have had to learn by trial and
error. Now, Network Programmability with YANG
gives you complete and reliable guidance for
unlocking the full power of network automation using
model-driven APIs and protocols. Authored by three
YANG pioneers, this plain-spoken book guides you
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based on YANG data models. The authors focus on
the network operations layer, emphasizing modeldriven APIs, and underlying transports. Whether
you’re a network operator, DevOps engineer,
software developer, orchestration engineer,
NMS/OSS architect, service engineer, or manager,
this guide can help you dramatically improve value,
agility, and manageability throughout your network.
Discover the value of implementing YANG and Data
Model-Driven Management in your network Explore
the layers and components of a complete working
solution Build a business case where value
increases as your solution grows Drill down into
transport protocols: NETCONF, RESTCONF, and
gNMI/gRPC See how telemetry can establish a
valuable automated feedback loop Find data models
you can build on, and evaluate models with similar
functionality Understand models, metadata, and
tools from several viewpoints: architect, operator,
module author, and application developer Walk
through a complete automation journey: business
case, service model, service implementation, device
integration, and operation Leverage the authors’
experience to design successful YANG models and
avoid pitfalls
Master the basics of data centers to build server
farms that enhance your Web site performance
Learn design guidelines that show how to deploy
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server farms in highly available and scalable
Learning Guides
environments Plan site performance capacity with
discussions of server farm architectures and their
real-life applications to determine your system needs
Today's market demands that businesses have an
Internet presence through which they can perform ecommerce and customer support, and establish a
presence that can attract and increase their
customer base. Underestimated hit ratios,
compromised credit card records, perceived slow
Web site access, or the infamous "Object Not
Found" alerts make the difference between a
successful online presence and one that is bound to
fail. These challenges can be solved in part with the
use of data center technology. Data centers switch
traffic based on information at the Network,
Transport, or Application layers. Content switches
perform the "best server" selection process to direct
users' requests for a specific service to a server in a
server farm. The best server selection process takes
into account both server load and availability, and
the existence and consistency of the requested
content. Data Center Fundamentals helps you
understand the basic concepts behind the design
and scaling of server farms using data center and
content switching technologies. It addresses the
principles and concepts needed to take on the most
common challenges encountered during planning,
implementing, and managing Internet and intranet IPPage 18/54
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Learning Guides
center technology with real-life scenarios make Data
Center Fundamentals an ideal reference for
understanding, planning, and designing Web hosting
and e-commerce environments.
Designing and Supporting Computer Networks,
CCNA Discovery Learning Guide is the official
supplemental textbook for the Designing and
Supporting Computer Networks course in the Cisco®
Networking Academy® CCNA® Discovery
curriculum version 4. In this course, the last of four in
the new curriculum, you progress through a variety
of case studies and role-playing exercises, which
include gathering requirements, designing basic
networks, establishing proof-of-concept, and
performing project management tasks. In addition,
within the context of a pre-sales support position,
you learn lifecycle services, including upgrades,
competitive analyses, and system integration. The
Learning Guide, written and edited by instructors, is
designed as a portable desk reference to use
anytime, anywhere to reinforce the material from the
course and organize your time. The Learning
Guide’s features help you focus on important
concepts to succeed in this course: Chapter
Objectives—Review core concepts by answering the
focus questions listed at the beginning of each
chapter. Key Terms—Refer to the lists of networking
vocabulary introduced and highlighted in context in
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each chapter. The Glossary defines each key term.
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Summary of Activities and Labs—Maximize your
study time with this complete list of all associated
exercises at the end of each chapter. Check Your
Understanding—Evaluate your readiness with the endof-chapter questions that match the style of
questions you see in the online course quizzes. The
answer key explains each answer. Challenge
Questions and Activities—Apply a deeper
understanding of the concepts with these
challenging end-of-chapter questions and activities.
The answer key explains each answer. Hands-on
Labs—Master the practical, hands-on skills of the
course by performing all the tasks in the course labs
included in Part II of the Learning Guide. Portfolio
Documents—Develop a professional network design
portfolio as you work through real-life case studies.
All the course portfolio documents and support
materials are provided for you in this Learning Guide
and on the CD-ROM. How To—Look for this icon to
study the steps you need to learn to perform certain
tasks. Interactive Activities—Reinforce your
understanding of topics with exercises from the
online course identified throughout the book with this
icon. The files for these activities are on the
accompanying CD-ROM. Packet Tracer
Activities—Explore and visualize networking concepts
using Packet Tracer exercises interspersed
throughout some chapters. The files for these
Page 20/54
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activities are on the accompanying CD-ROM. Packet
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Tracer v4.1 software developed by Cisco is available
separately. Hands-on Labs—Master the practical,
hands-on skills of the course by working through all
71 labs in this course included in Part II of the book.
The labs are an integral part of the CCNA Discovery
curriculum—review the core text and the lab material
to prepare for all your exams. Companion CD-ROM
**See instructions within the ebook on how to get
access to the files from the CD-ROM that
accompanies this print book.** The CD-ROM
includes Interactive Activities Packet Tracer Activity
files All Portfolio documents IT Career Information
Taking Notes Lifelong Learning This book is part of
the Cisco Networking Academy Series from Cisco
Press®. Books in this series support and
complement the Cisco Networking Academy
curriculum.
bull; Master advanced optical network design and
management strategies bull; Learn from real-world
case-studies that feature the Cisco Systems ONS
product line bull; A must-have reference for any IT
professional involved in Optical networks
CCNP Enterprise Design ENSLD 300-420 Official
Cert Guide: Designing Cisco Enterprise Networks
from Cisco Press allows you to succeed on the exam
the first time and is the only self-study resource
approved by Cisco. Expert authors Anthony Bruno
and Steve Jordan share preparation hints and testPage 21/54
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taking tips, helping you identify areas of weakness
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and improve both your conceptual knowledge and
hands-on skills. This complete study package
includes A test-preparation routine proven to help
you pass the exams Do I Know This Already?
quizzes, which allow you to decide how much time
you need to spend on each section Chapter-ending
Key Topic tables, which help you drill on key
concepts you must know thoroughly The powerful
Pearson Test Prep Practice Test software, complete
with hundreds of wellreviewed, exam-realistic
questions, customization options, and detailed
performance reports Online, interactive practice
exercises that help you enhance your knowledge An
online, interactive Flash Cards application to help
you drill on Key Terms by chapter A final preparation
chapter, which guides you through tools and
resources to help you craft your review and testtaking strategies Study plan suggestions and
templates to help you organize and optimize your
study time Well regarded for its level of detail, study
plans, assessment features, and challenging review
questions and exercises, this official study guide
helps you master the concepts and techniques that
ensure your exam success This official study guide
helps you master all the topics on the CCNP
Designing Cisco Enterprise Networks (300-420
ENSLD) exam, including Advanced Addressing and
Routing Solutions Advanced Enterprise Campus
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Networks WAN for Enterprise Networks Network
Learning Guides
Services SD Access and SD-WAN Automation
Best-practice QoS designs for protecting voice,
video, and critical data while mitigating network
denial-of-service attacks Understand the servicelevel requirements of voice, video, and data
applications Examine strategic QoS best practices,
including Scavenger-class QoS tactics for DoS/worm
mitigation Learn about QoS tools and the various
interdependencies and caveats of these tools that
can impact design considerations Learn how to
protect voice, video, and data traffic using various
QoS mechanisms Evaluate design
recommendations for protecting voice, video, and
multiple classes of data while mitigating DoS/worm
attacks for the following network infrastructure
architectures: campus LAN, private WAN, MPLS
VPN, and IPSec VPN Quality of Service (QoS) has
already proven itself as the enabling technology for
the convergence of voice, video, and data networks.
As business needs evolve, so do the demands for
QoS. The need to protect critical applications via
QoS mechanisms in business networks has
escalated over the past few years, primarily due to
the increased frequency and sophistication of denialof-service (DoS) and worm attacks. End-to-End QoS
Network Design is a detailed handbook for planning
and deploying QoS solutions to address current
business needs. This book goes beyond discussing
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available QoS technologies and considers detailed
Learning Guides
design examples that illustrate where, when, and
how to deploy various QoS features to provide
validated and tested solutions for voice, video, and
critical data over the LAN, WAN, and VPN. The book
starts with a brief background of network
infrastructure evolution and the subsequent need for
QoS. It then goes on to cover the various QoS
features and tools currently available and comments
on their evolution and direction. The QoS
requirements of voice, interactive and streaming
video, and multiple classes of data applications are
presented, along with an overview of the nature and
effects of various types of DoS and worm attacks.
QoS best-practice design principles are introduced
to show how QoS mechanisms can be strategically
deployed end-to-end to address application
requirements while mitigating network attacks. The
next section focuses on how these strategic design
principles are applied to campus LAN QoS design.
Considerations and detailed design
recommendations specific to the access, distribution,
and core layers of an enterprise campus network are
presented. Private WAN QoS design is discussed in
the following section, where WAN-specific
considerations and detailed QoS designs are
presented for leased-lines, Frame Relay, ATM, ATMto-FR Service Interworking, and ISDN networks.
Branch-specific designs include Cisco® SAFE
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recommendations for using Network-Based
Learning Guides
Application Recognition (NBAR) for known-worm
identification and policing. The final section covers
Layer 3 VPN QoS design-for both MPLS and IPSec
VPNs. As businesses are migrating to VPNs to meet
their wide-area networking needs at lower costs,
considerations specific to these topologies are
required to be reflected in their customer-edge QoS
designs. MPLS VPN QoS design is examined from
both the enterprise and service provider's
perspectives. Additionally, IPSec VPN QoS designs
cover site-to-site and teleworker contexts. Whether
you are looking for an introduction to QoS principles
and practices or a QoS planning and deployment
guide, this book provides you with the expert advice
you need to design and implement comprehensive
QoS solutions.
This is Cisco's authorized, self-paced, foundation
learning tool for the latest version of the Cisco
Designing Network Service Architectures (ARCH
300-301) exam, now required for CCDP certification.
It presents a structured and modular approach to
designing networks that are scalable, resilient, offer
outstanding performance and availability, and have
well-defined failure domains. In this entirely new
Third Edition, Sean Wilkins guides you through
performing the conceptual, intermediate, and
detailed design of a modern network infrastructure.
You'll learn how to create designs that support a
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wide variety of high-value network solutions over
Learning Guides
intelligent network services. Closely following the
newest CCDP ARCH exam requirements, Wilkins
discusses routing and switching designs of campus
and enterprise networks in detail, including data
center and wireless networks. Coverage includes:
Enterprise IGP and BGP connectivity Wide Area
Network (WAN) design Enterprise network to data
center integration Designing enterprise security
services Designing QoS for enterprise networks
Designing large-scale IPv6 networks Designing IP
Multicast for the enterprise Software Defined
Networking (SDN) for the enterprise As an
Authorized Self-Study Guide, this book fully reflects
the content of the newest Cisco CCDP ARCH
course. Real-world scenarios illustrate key concepts;
chapter learning objectives and summaries help
focus study; and review questions help readers
assess their knowledge.
"Service Oriented Architecture is a hot, but often
misunderstood topic in IT today. Thomas articulately
describes the concepts, specifications, and
standards behind service orientation and Web
Services. For enterprises adopting SOA, there is
detailed advice for service-oriented analysis,
planning, and design. This book is a must read!"
--Alex Lynch, Principal Consultant, Microsoft
Enterprise Services "One primary objective of
applying SOA in design is to provide business value
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to the solutions we build. Understanding the right
Learning Guides
approach to analyzing, designing, and developing
service-oriented solutions is critical. Thomas has
done a great job of demystifying SOA in practical
terms with his book." --Rick Weaver, IBM Senior
Consulting Certified SW I/T Specialist "A pragmatic
guide to SOA principles, strategy, and best practices
that distills the hype into a general framework for
approaching SOA adoption in complex enterprise
environments." --Sameer Tyagi, Senior Staff
Engineer, Sun Microsystems "A very timely and
much needed contribution to a rapidly emerging
field. Through clarifying the principles and nuances
of this space, the author provides a comprehensive
treatment of critical key aspects of SOA from
analysis and planning to standards ranging from WSspecifications to BPEL. I''ll be recommending this
book to both clients and peers who are planning on
embracing SOA principles." --Ravi Palepu, Senior
Field Architect, Rogue Wave Software "Finally, an
SOA book based on real implementation experience
in production environments. Too many SOA books
get lost in the technical details of Web Services
standards, or simply repeat vendor hype. This book
covers the really hard parts: the complex process of
planning, designing and implementing serviceoriented architectures that meet organizational
goals. It is an essential companion to any software
developer, architect, or project manager
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implementing--or thinking about implementing--a
Learning Guides
service-oriented architecture." --Priscilla Walmsley,
Managing Director of Datypic "Thomas Erl''s ServiceOriented Architecture: Concepts, Technology, and
Design is as good an introduction to service-oriented
architectures as one could wish for. In a single
volume, it covers the entire topic, from theory to realworld use to technical details. The examples are
superb and the writing is wonderfully clear." --Ronald
Bourret, Author, "XML and Databases" "Finally an
SOA book which gets to the point with real world
answers and examples. Erl guides you on a real
world SOA journey. From architecture design to
industry standards, this book is well written and can
be easily referenced for everyday use. When
embarking on your own service orientated
adventures, this is the book you want in your bag."
--Clark Sell, Vice President, CSell Incorporated
"Organizations struggling to evolve existing serviceoriented solutions beyond simple Web Services now
have an expert resource available. Leading the way
to the true service-oriented enterprise, Thomas Erl
demystifies the complexities of the open WS-I
standards with detailed practical discussions and
case studies. Erl''s depth and clarity makes this work
a superb complement to his Field Guide." --Kevin P.
Davis, PhD., Software Architect "This book is an
excellent guide for architects, developers, and
managers who are already working with or are
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considering developing Web Services or ServiceLearning Guides
Oriented Architecture solutions. The book is divided
into four sections. In the first section the fundamental
technologies of XML, Web Services and ServiceOriented Architectures are described in detail with
attention given to emerging standards. The book is
well written and very thorough in its coverage of the
subject. I recommend this book highly to anyone
interested in enterprise level service architectures."
--Adam Hocek, President and CTO, Broadstrokes,
Inc. Additional praise quotes are published at:
www.soabooks.com/reviews.asp The foremost "howto" guide to SOA Service-Oriented Architecture
(SOA) is at the heart of a revolutionary computing
platform that is being adopted world-wide and has
earned the support of every major software provider.
In Service-Oriented Architecture: Concepts,
Technology, and Design, Thomas Erl presents the
first end-to-end tutorial that provides step-by-step
instructions for modeling and designing serviceoriented solutions from the ground up. Erl uses more
than 125 case study examples and over 300
diagrams to illuminate the most important facets of
building SOA platforms: goals, obstacles, concepts,
technologies, standards, delivery strategies, and
processes for analysis and design. His book''s broad
coverage includes Detailed step-by-step processes
for service-oriented analysis and service-oriented
design An in-depth exploration of service-orientation
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as a distinct design paradigm, including a
Learning Guides
comparison to object-orientation A comprehensive
study of SOA support in .NET and J2EE
development and runtime platforms Descriptions of
over a dozen key Web services technologies and
WS-* specifications, including explanations of how
they interrelate and how they are positioned within
SOA The use of "In Plain English" sections, which
describe complex concepts through non-technical
analogies Guidelines for service-oriented business
modeling and the creation of specialized service
abstraction layers A study contrasting past
architectures with SOA and reviewing current
industry influences Project planning and the
comparison of different SOA delivery strategies The
goal of this book is to help you attain a solid
understanding of what constitutes contemporary
SOA along with step-by-step guidance for realizing
its successful implementation. About the Web Sites
Erl''s Service-Oriented Architecture books are
supported by two Web sites. http://
www.soabooks.com provides a variety of content
resources and http:// www.soaspecs.com supplies a
descriptive portal to referenced specifications.
Copyright Pearson Education. All rights reserved.
This authoritative guidebook combines
comprehensive coverage of Cisco SD-WAN with
complete official preparation for Cisco's new CCNP
Enterprise ENSDWI 300-415 certification exam.
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Authored by a team of Cisco architects responsible
Learning Guides
for training both Cisco and partner engineers on SDWAN solutions, it covers all facets of the product:
benefits, use cases, components, workings,
configuration, support, and more. Throughout,
practical examples demonstrate Cisco SD-WAN at
work in diverse cloud and premises environments,
and the authors show how to apply Cisco SD-WAN
technologies and tools in their own real-world
environments. As Cisco's official ENSDWI 300-415
study guide, this book covers all exam objectives
and is organized to simplify and streamline
preparation. It also contains an access code for two
full practice exams delivered through Pearson's
advanced test prep application.
Objectives The purpose of Top-Down Network
Design, Third Edition, is to help you design networks
that meet a customer’s business and technical
goals. Whether your customer is another department
within your own company or an external client, this
book provides you with tested processes and tools to
help you understand traffic flow, protocol behavior,
and internetworking technologies. After completing
this book, you will be equipped to design enterprise
networks that meet a customer’s requirements for
functionality, capacity, performance, availability,
scalability, affordability, security, and manageability.
Audience This book is for you if you are an
internetworking professional responsible for
Page 31/54

Download Ebook Designing For Cisco Network
Service Architectures Arch Foundation Learning
Guide Ccdp Arch 300 320 4thedition Foundation
designing and maintaining medium- to large-sized
Learning Guides
enterprise networks. If you are a network engineer,
architect, or technician who has a working
knowledge of network protocols and technologies,
this book will provide you with practical advice on
applying your knowledge to internetwork design.
This book also includes useful information for
consultants, systems engineers, and sales engineers
who design corporate networks for clients. In the fastpaced presales environment of many systems
engineers, it often is difficult to slow down and insist
on a top-down, structured systems analysis
approach. Wherever possible, this book includes
shortcuts and assumptions that can be made to
speed up the network design process. Finally, this
book is useful for undergraduate and graduate
students in computer science and information
technology disciplines. Students who have taken one
or two courses in networking theory will find TopDown Network Design, Third Edition, an
approachable introduction to the engineering and
business issues related to developing real-world
networks that solve typical business problems.
Changes for the Third Edition Networks have
changed in many ways since the second edition was
published. Many legacy technologies have
disappeared and are no longer covered in the book.
In addition, modern networks have become
multifaceted, providing support for numerous
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bandwidth-hungry applications and a variety of
Learning Guides
devices, ranging from smart phones to tablet PCs to
high-end servers. Modern users expect the network
to be available all the time, from any device, and to
let them securely collaborate with coworkers, friends,
and family. Networks today support voice, video,
high-definition TV, desktop sharing, virtual meetings,
online training, virtual reality, and applications that
we can’t even imagine that brilliant college students
are busily creating in their dorm rooms. As
applications rapidly change and put more demand
on networks, the need to teach a systematic
approach to network design is even more important
than ever. With that need in mind, the third edition
has been retooled to make it an ideal textbook for
college students. The third edition features review
questions and design scenarios at the end of each
chapter to help students learn top-down network
design. To address new demands on modern
networks, the third edition of Top-Down Network
Design also has updated material on the following
topics: ¿ Network redundancy ¿ Modularity in
network designs ¿ The Cisco SAFE security
reference architecture ¿ The Rapid Spanning Tree
Protocol (RSTP) ¿ Internet Protocol version 6 (IPv6)
¿ Ethernet scalability options, including 10-Gbps
Ethernet and Metro Ethernet ¿ Network design and
management tools
Cisco Wireless Design Fundamentals, teaches an
Page 33/54

Download Ebook Designing For Cisco Network
Service Architectures Arch Foundation Learning
Guide Ccdp Arch 300 320 4thedition Foundation
effective methodology for wireless network planning
Learning Guides
and design. It is a reference guide that efficiently
explains wireless principles, methodologies and
technologies while serving as a practical design
guide as well. That is accomplished using a realworld wireless case study as the framework along
with a structured design methodology that teaches
all phases of a wireless design project. The case
study is of a fictitious financial services company that
is implementing wireless at all offices around the
country. The standard methodology for network
design presented is used as a framework for
planning, designing and implementing the wireless
design. In the case study of the fictitious financial
company, real-world issues and strategies are
addressed. Using the structured methodology,
readers learn to review client requirements, assess
the current network, build the wireless infrastructure,
recommend appropriate security and develop a
management strategy. Readers will learn to develop
a proof of concept strategy, make any modifications,
and build a design proposal. Then the design is
reviewed with the client to discuss how to implement
the design using a structured implementation
methodology. Wireless Network Planning and
Design Network Assessment Essentials Design and
Performance Considerations Detailed Access Point
Selection Guide Wireless Network Survey Tech
Notes Explain Wireless Concepts Security and
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Network Management Strategies Chapter Quizzes
Learning Guides
As the cellular world and the Internet converge,
mobile networks are transitioning from circuit to
packet and the Internet Protocol (IP) is now
recognized as the fundamental building block for all
next-generation communication networks. The all-IP
vision provides the flexibility to deliver cost-effective
services and applications that meet the evolving
needs of mobile users. RF engineers, mobile
network designers, and system architects will be
expected to have an understanding of IP
fundamentals and how their role in delivering the endto-end system is crucial for delivering the all-IP
vision that makes the Internet accessible anytime,
anywhere. IP Design for Mobile Networks discusses
proper IP design theory to effectively plan and
implement your next-generation mobile network so
that IP integrates all aspects of the network. The
book outlines, from both a standards and a design
theory perspective, both the current and target state
of mobile networks, and the technology enablers that
will assist the migration. This IP transition begins
with function-specific migrations of specific network
domains and ends with an end-to-end IP network for
radio, transport, and service delivery. The book
introduces many concepts to give you exposure to
the key technology trends and decision points
affecting today’s mobile operators. The book is
divided into three parts: Part I provides an overview
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of how IP is being integrated into mobile systems,
Learning Guides
including radio systems and cellular networks. Part II
provides an overview of IP, the technologies used for
transport and connectivity of today’s cellular
networks, and how the mobile core is evolving to
encompass IP technologies. Part III provides an
overview of the end-to-end services network based
on IP, including context awareness and services.
Presents an overview of what mobile networks look
like today–including protocols used, transport
technologies, and how IP is being used for specific
functions in mobile networks Provides an allinclusive reference manual for IP design theory as
related to the broader application of IP for mobile
networks Imparts a view of upcoming trends in
mobility standards to better prepare a network
evolution plan for IP-based mobile networks This
book is part of the Networking Technology Series
from Cisco Press®, which offers networking
professionals valuable information for constructing
efficient networks, understanding new technologies,
and building successful careers. ciscopress.com
Intended for organisations needing to build an
efficient and reliable enterprise network linked to the
Internet, this second edition explains the current
Internet architecture and shows how to evaluate
service providers dealing with connection issues.
CCDA Official Cert Guide, Fifth Edition is a
comprehensive self-study tool for preparing for the
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new DESGN exam. Complete coverage of all exam
Learning Guides
topics as posted on the exam topic blueprint ensures
readers will arrive at a thorough understanding of
what they need to master to succeed on the exam.
The book follows a logical organization of the
DESGN exam objectives. Material is presented in a
concise manner, focusing on increasing readers'
retention and recall of exam topics. Readers will
organize their exam preparation through the use of
the consistent features in these chapters, including:
Pre-chapter "Do I Know This Already?" quizzes
Foundation Topics Key Topics Exam Preparation
Final Preparation Chapter CD-ROM Practice Test
Cisco authorized self-study book for CCDP(R)
642-871 architectures foundation learning Prepare
for the CCDP ARCH exam 642-871 with the Cisco
authorized self-study guide. This book teaches you
how to: *Understand the composition and
deployment of the Cisco AVVID framework in
network design *Understand the composition and
role of the Enterprise Composite Network Model in
enterprise network design *Design enterprise
campus networks and their edge network
connectivity to the Internet *Understand and
implement network management solutions in the
network *Integrate new technologies designed to
enhance network performance and availability in the
enterprise, such as high availability, QoS,
multicasting, and storage and content networking
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*Design and implement appropriate security
Learning Guides
solutions for enterprise networks *Deploy wireless
technologies within the enterprise *Implement and
design IP telephony solutions for the enterprise
network CCDP Self-Study: Designing Cisco Network
Architectures (ARCH) is a Cisco(R) authorized selfpaced learning tool.By presenting a structured
format for the conceptual and intermediate design of
AVVID network infrastructures, this book teaches
you how to design solutions that scale from small to
large enterprise networks and take advantage of the
latest technologies. Whether you are preparing for
the CCDP(R) certification or simply want to gain a
better understanding of how to architect network
solutions over intelligent network services to achieve
effective performance, scalability, and availability,
you will benefit from the foundation information
presented in this book. This comprehensive book
provides detailed information and easy-to-grasp
tutorials on a broad range of topics related to
architecture and design, including security, finetuning routing protocols, switching structures, and IP
multicasting. To keep pace with the Cisco
technological developments and new product
offerings, this study guide includes coverage of
wireless networking, the SAFE Blueprint, content
networking, storage networking, quality of service
(QoS), IP telephony, network management, and high
availability networks. Design examples and sample
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verification output demonstrate implementation
Learning Guides
techniques.Configuration exercises, which appear in
every chapter, provide a practical review of key
concepts to discuss critical issues surrounding
network operation. Chapter-ending review questions
illustrate and help solidify the concepts presented in
this book. CCDP Self-Study: Designing Cisco
Network Architectures (ARCH) is part of a
recommended learning path from Cisco Systems(R)
that includes simulation and hands-on training from
authorized Cisco Learning Partners and self-study
products from Cisco Press. To find out more about
instructor-led training, e-learning, and hands-on
instruction offered by authorized Cisco Learning
Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. This volume is
in the Certification Self-Study Series offered by
Cisco Press(R). Books in this series provide officially
developed training solutions to help networking
professionals understand technology
implementations and prepare for the Cisco Career
Certifications examinations.
& Master network design skills with this second
edition of the best-selling CCDA self-study guide & &
Learn fundamentals network design skills in the
format of the Global Network Business approach
designed by Cisco Systems & & Prepare for the new
CCDA exam, 640-861 DESGN, while learning how
to build a scalable, robust, accessible, and secure
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network architecture
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Authorized Self-Study Guide Designing for Cisco
Internetwork Solutions (DESGN) Second Edition
Foundation learning for CCDA exam 640-863
Designing for Cisco Internetwork Solutions
(DESGN), Second Edition, is a Cisco®-authorized,
self-paced learning tool for CCDA® foundation
learning. This book provides you with the knowledge
needed to design enterprise networks. By reading
this book, you will gain a thorough understanding of
designing routed and switched network
infrastructures and services within a modular
architecture. In Designing for Cisco Internetwork
Solutions (DESGN), Second Edition, you will study a
broad range of network design principles and
guidelines. You will learn about network design in
the context of the Cisco Service-Oriented Network
Architecture (SONA) framework and the Cisco
Enterprise Architecture. Specific topics include
campus and data center infrastructure, remote
connectivity, IP addressing design, routing protocol
selection, voice network design, wireless network
design, and including security in your designs. An
ongoing case study plus chapter-ending review
questions illustrate and help solidify the concepts
presented in the book. Whether you are preparing
for CCDA certification or simply want to gain a better
understanding of network design principles, you will
benefit from the foundation information presented in
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this book. Designing for Cisco Internetwork Solutions
Learning Guides
(DESGN), Second Edition, is part of a recommended
learning path from Cisco that includes simulation and
hands-on training from authorized Cisco Learning
Partners and self-study products from Cisco Press.
To find out more about instructor-led training, elearning, and hands-on instruction offered by
authorized Cisco Learning Partners worldwide,
please visit www.cisco.com/go/authorizedtraining.
Diane Teare is a professional in the networking,
training, and e-learning fields. She has more than 20
years of experience in designing, implementing, and
troubleshooting network hardware and software and
has also been involved in teaching, course design,
and project management. She has extensive
knowledge of network design and routing
technologies and is an instructor with one of the
largest authorized Cisco Learning Partners.
Understand the Cisco vision of intelligent networks
and the SONA framework Learn how to structure
and modularize network designs within the Cisco
Enterprise Architecture Design basic campus and
data center networks Build designs for remote
connectivity with WAN technologies Create IPv4
addressing schemes Understand IPv6 design Select
the appropriate routing protocol for various modules
in the Cisco Enterprise Architecture Design basic
VoIP and IP telephony networks Understand
wireless design principles Build security into your
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network designs This volume is in the Certification
Learning Guides
Self-Study Series offered by Cisco Press®. Books in
this series provide officially developed self-study
solutions to help networking professionals
understand technology implementations and prepare
for the Cisco Career Certifications examinations.
Category: Cisco Press—Network Design Covers:
CCDA Exam 640-863
Trust the best-selling Official Cert Guide series from
Cisco Press to help you learn, prepare, and practice
for exam success. They are built with the objective of
providing assessment, review, and practice to help
ensure you are fully prepared for your certification
exam. Master Cisco CCNA Wireless 640-722 exam
topics Assess your knowledge with chapter-opening
quizzes Review key concepts with exam preparation
tasks This is the eBook edition of the CCNA
Wireless 640-722 Official Certification Guide. This
eBook does not include the companion CD-ROM
with practice exam that comes with the print edition.
CCNA Wireless 640-722 Official Certification Guide
presents you with an organized test preparation
routine through the use of proven series elements
and techniques. “Do I Know This Already?” quizzes
open each chapter and enable you to decide how
much time you need to spend on each section.
Exam topic lists make referencing easy. Chapterending Exam Preparation Tasks help you drill on key
concepts you must know thoroughly. CCNA Wireless
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640-722 Official Certification Guide focuses
Learning Guides
specifically on the objectives for the Cisco CCNA
Wireless 640-722 exam. Expert network architect
David Hucaby (CCIE No. 4594) shares preparation
hints and test-taking tips, helping you identify areas
of weakness and improve both your conceptual
knowledge and hands-on skills. Material is presented
in a concise manner, focusing on increasing your
understanding and retention of exam topics. Well
regarded for its level of detail, assessment features,
comprehensive design scenarios, and challenging
review questions and exercises, this official study
guide helps you master the concepts and techniques
that will enable you to succeed on the exam the first
time. The official study guide helps you master all
the topics on the CCNA Wireless 640-722 exam,
including the following: RF signals, modulation, and
standards Antennas WLAN topologies, configuration,
and troubleshooting Wireless APs CUWN
architecture Controller configuration, discovery, and
maintenance Roaming Client configuration RRM
Wireless security Guest networks WCS network
management Interference CCNA Wireless 640-722
Official Certification Guide is part of a recommended
learning path from Cisco that includes simulation and
hands-on training from authorized Cisco Learning
Partners and self-study products from Cisco Press.
To find out more about instructor-led training, elearning, and hands-on instruction offered by
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authorized Cisco Learning Partners worldwide,
Learning Guides
please visit www.cisco.com/go/authorizedtraining.
"This course discusses the WAN technologies and
network services required by converged applications
in a complex network. The course allows you to
understand the selection criteria of network devices
and WAN technologies to meet network
requirements. You will learn how to configure and
troubleshoot network devices and resolve common
issues with data link protocols. You will also develop
the knowledge and skills needed to implement IPSec
and virtual private network (VPN) operations in a
complex network."--Back cover.
End-to-End QoS Network Design Quality of Service
for Rich-Media & Cloud Networks Second Edition
New best practices, technical strategies, and proven
designs for maximizing QoS in complex networks
This authoritative guide to deploying, managing, and
optimizing QoS with Cisco technologies has been
thoroughly revamped to reflect the newest
applications, best practices, hardware, software, and
tools for modern networks. This new edition focuses
on complex traffic mixes with increased usage of
mobile devices, wireless network access, advanced
communications, and video. It reflects the growing
heterogeneity of video traffic, including passive
streaming video, interactive video, and immersive
videoconferences. It also addresses shifting
bandwidth constraints and congestion points;
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improved hardware, software, and tools; and
Learning Guides
emerging QoS applications in network security. The
authors first introduce QoS technologies in high-tomid-level technical detail, including protocols, tools,
and relevant standards. They examine new QoS
demands and requirements, identify reasons to
reevaluate current QoS designs, and present new
strategic design recommendations. Next, drawing on
extensive experience, they offer deep technical
detail on campus wired and wireless QoS design;
next-generation wiring closets; QoS design for data
centers, Internet edge, WAN edge, and branches;
QoS for IPsec VPNs, and more. Tim Szigeti, CCIE
No. 9794 is a Senior Technical Leader in the Cisco
System Design Unit. He has specialized in QoS for
the past 15 years and authored Cisco TelePresence
Fundamentals. Robert Barton, CCIE No. 6660 (R&S
and Security), CCDE No. 2013::6 is a Senior
Systems Engineer in the Cisco Canada Public
Sector Operation. A registered Professional
Engineer (P. Eng), he has 15 years of IT experience
and is primarily focused on wireless and security
architectures. Christina Hattingh spent 13 years as
Senior Member of Technical Staff in Unified
Communications (UC) in Cisco’s Services Routing
Technology Group (SRTG). There, she spoke at
Cisco conferences, trained sales staff and partners,
authored books, and advised customers. Kenneth
Briley, Jr., CCIE No. 9754, is a Technical Lead in the
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Cisco Network Operating Systems Technology
Learning Guides
Group. With more than a decade of QoS
design/implementation experience, he is currently
focused on converging wired and wireless QoS. n
Master a proven, step-by-step best-practice
approach to successful QoS deployment n
Implement Cisco-validated designs related to new
and emerging applications n Apply best practices for
classification, marking, policing, shaping, markdown,
and congestion management/avoidance n Leverage
the new Cisco Application Visibility and Control
feature-set to perform deep-packet inspection to
recognize more than 1000 different applications n
Use Medianet architecture elements specific to QoS
configuration, monitoring, and control n Optimize
QoS in rich-media campus networks using the Cisco
Catalyst 3750, Catalyst 4500, and Catalyst 6500 n
Design wireless networks to support voice and video
using a Cisco centralized or converged access
WLAN n Achieve zero packet loss in
GE/10GE/40GE/100GE data center networks n
Implement QoS virtual access data center designs
with the Cisco Nexus 1000V n Optimize QoS at the
enterprise customer edge n Achieve extraordinary
levels of QoS in service provider edge networks n
Utilize new industry standards and QoS
technologies, including IETF RFC 4594, IEEE
802.1Q-2005, HQF, and NBAR2 This book is part of
the Networking Technology Series from Cisco
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Press®, which offers networking professionals
Learning Guides
valuable information for constructing efficient
networks, understanding new technologies, and
building successful careers.
A systems analysis approach to enterprise network
design Master techniques for checking the health of
an existing network to develop a baseline for
measuring performance of a new network design
Explore solutions for meeting QoS requirements,
including ATM traffic management, IETF controlledload and guaranteed services, IP multicast, and
advanced switching, queuing, and routing algorithms
Develop network designs that provide the high
bandwidth and low delay required for real-time
applications such as multimedia, distance learning,
and videoconferencing Identify the advantages and
disadvantages of various switching and routing
protocols, including transparent bridging, InterSwitch Link (ISL), IEEE 802.1Q, IGRP, EIGRP,
OSPF, and BGP4 Effectively incorporate new
technologies into enterprise network designs,
including VPNs, wireless networking, and IP
Telephony Top-Down Network Design, Second
Edition, is a practical and comprehensive guide to
designing enterprise networks that are reliable,
secure, and manageable. Using illustrations and realworld examples, it teaches a systematic method for
network design that can be applied to campus LANs,
remote-access networks, WAN links, and large-scale
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internetworks. You will learn to analyze business and
Learning Guides
technical requirements, examine traffic flow and QoS
requirements, and select protocols and technologies
based on performance goals. You will also develop
an understanding of network performance factors
such as network utilization, throughput, accuracy,
efficiency, delay, and jitter. Several charts and job
aids will help you apply a top-down approach to
network design. This Second Edition has been
revised to include new and updated material on
wireless networks, virtual private networks (VPNs),
network security, network redundancy, modularity in
network designs, dynamic addressing for IPv4 and
IPv6, new network design and management tools,
Ethernet scalability options (including 10-Gbps
Ethernet, Metro Ethernet, and Long-Reach
Ethernet), and networks that carry voice and data
traffic. Top-Down Network Design, Second Edition,
has a companion website at
http://www.topdownbook.com, which includes
updates to the book, links to white papers, and
supplemental information about design resources.
This book is part of the Networking Technology
Series from Cisco Press¿ which offers networking
professionals valuable information for constructing
efficient networks, understanding new technologies,
and building successful careers.
The complete guide to transforming enterprise
networks with Cisco DNA As networks become more
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complex and dynamic, organizations need better
Learning Guides
ways to manage and secure them. With the Cisco
Digital Network Architecture, network operators can
run entire network fabrics as a single, programmable
system by defining rules that span their devices and
move with their users. Using Cisco intent-based
networking, you spend less time programming
devices, managing configurations, and
troubleshooting problems so you have more time for
driving value from your network, your applications,
and most of all, your users. This guide systematically
introduces Cisco DNA, highlighting its business
value propositions, design philosophy, tenets,
blueprints, components, and solutions.Combining
insider information with content previously scattered
through multiple technical documents, it provides a
single source for evaluation, planning,
implementation, and operation. The authors bring
together authoritative insights for multiple business
and technical audiences. Senior executives will learn
how DNA can help them drive digital transformation
for competitive advantage. Technical decisionmakers will discover powerful emerging solutions for
their specific needs. Architects will find essential
recommendations, interdependencies, and caveats
for planning deployments. Finally, network operators
will learn how to use DNA Center’s modern interface
to streamline, automate, and improve virtually any
network management task. · Accelerate the digital
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transformation of your business by adopting an
Learning Guides
intent-based network architecture that is open,
extensible, and programmable · Integrate
virtualization, automation, analytics, and cloud
services to streamline operations and create new
business opportunities · Dive deep into hardware,
software, and protocol innovations that lay the
programmable infrastructure foundation for DNA ·
Virtualize advanced network functions for fast, easy,
and flexible deployments · Translate business intent
into device configurations and simplify, scale, and
automate network operations using controllers · Use
analytics to tune performance, plan capacity, prevent
threats, and simplify troubleshooting · Learn how
Software-Defined Access improves network
flexibility, security, mobility, visibility, and
performance · Use DNA Assurance to track the
health of clients, network devices, and applications
to reveal hundreds of actionable insights · See how
DNA Application Policy supports granular application
recognition and end-to-end treatment, for even
encrypted applications · Identify malware,
ransomware, and other threats in encrypted traffic
The authoritative, business-driven study resource for
the tough CCDE Practical Exam CCDE Study Guide
is written and reviewed by CCDE engineers and
helps you to both improve your design skills and to
study for and pass the CCDE exam. Network design
is an art, combining broad technology knowledge
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and experience. This book covers a broad number of
Learning Guides
technologies, protocols and design options, and
considerations that can bring these aspects together
and show how they can be used and thought about
based on different requirements and business goals.
Therefore, this book does not attempt to teach
foundational technology knowledge, instead each
section: Highlights, discusses, and compares the
limitations and advantages of the different design
options in terms of scalability, performance,
flexibility, availability, complexity, security, and so on
to simplify the job and help you understand what
technology, protocol, or design options should be
selected and why, based on the business or
application requirements or to fix a broken design
that need to be optimized Covers design aspects of
different protocols and technologies, and how they
map with different requirements Highlights drivers
toward using these technologies whether it is
intended for enterprise or service provider network,
depending on the topic and technology Using a
business-driven approach, CCDE Study Guide helps
you analyze business and technical requirements
and develop network designs that are based on
these business needs and goals, taking into account
both the technical and non-technical design
constraints. The various "scenario-based" design
examples discussed in this book will help you craft
design approaches and requirements analysis on
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such topics as converged enterprise network
Learning Guides
architectures, service provider network architectures,
and data centers. The book also addresses high
availability, IPv6, multicast, QoS, security, and
network management design considerations,
presenting you with an in-depth evaluation of a
broad range of technologies and environments.
Whether you are preparing for the CCDE exam or
simply wish to gain better insight into the art of
network design in a variety of environments, this
book helps you learn how to think like an expert
network designer as well as analyze and compare
the different design options, principles, and protocols
based on different design requirements. Master a
business-driven approach to designing enterprise,
service provider, and data center networks Analyze
the design impact of business, functional, and
application requirements Learn from scenario-based
examples, including converged enterprise networks,
service provider networks, and cloud-based data
centers Overcome design limitations and fix broken
designs Review design options and considerations
related to Layer 2 and Layer 3 control plane
protocols Build designs that accommodate new
services and applications Consider design options
for modern campus networks, including network
virtualization Design WAN edge and Internet edge
blocks in enterprise networks Review the
architectural elements of a service provider-grade
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network Plan MPLS VPN network environments,
Learning Guides
including L2VPN and L3VPN Interconnect different
networks or routing domains Design traditional,
virtualized, and cloud-based data center networks
Interconnect dispersed data center networks to
protect business continuity Achieve appropriate
levels of operational uptime and network resiliency
Integrate IPv6, multicast, QoS, security, and network
management into your designs
The complete resource for understanding and
deploying IP quality of service for Cisco networks
Learn to deliver and deploy IP QoS and MPLSbased traffic engineering by understanding: QoS
fundamentals and the need for IP QoS The
Differentiated Services QoS architecture and its
enabling QoS functionality The Integrated Services
QoS model and its enabling QoS functions ATM,
Frame Relay, and IEEE 802.1p/802.1Q QoS
technologies and how they work with IP QoS MPLS
and MPLS VPN QoS and how they work with IP QoS
MPLS traffic engineering Routing policies, general IP
QoS functions, and other miscellaneous QoS
information Quality-of-service (QoS) technologies
provide networks with greater reliability in delivering
applications, as well as control over access, delay,
loss, content quality, and bandwidth. IP QoS
functions are crucial in today's scalable IP networks.
These networks are designed to deliver reliable and
differentiated Internet services by enabling network
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operators to control network resources and use.
Learning Guides
Network planners, designers, and engineers need a
thorough understanding of QoS concepts and
features to enable their networks to run at maximum
efficiency and to deliver the new generation of timecritical multimedia and voice applications. IP Quality
of Service serves as an essential resource and
design guide for anyone planning to deploy QoS
services in Cisco networks. Author Srinivas Vegesna
provides complete coverage of Cisco IP QoS
features and functions, including case studies and
configuration examples. The emphasis is on realworld application-going beyond conceptual
explanations to teach actual deployment. IP Quality
of Service is written for internetworking professionals
who are responsible for designing and maintaining
IP services for corporate intranets and for service
provider network infrastructures. If you are a network
engineer, architect, manager, planner, or operator
who has a rudimentary knowledge of QoS
technologies, this book will provide you with practical
insights on what you need to consider when
designing and implementing various degrees of QoS
in the network. Because incorporating some
measure of QoS is an integral part of any network
design process, IP Quality of Service applies to all IP
networks-corporate intranets, service provider
networks, and the Internet.
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